
CS 223: Systems 
Programming

Week 2, Lecture 1



Announcements

HW #1 - will release on Friday, due next 
Thursday

Office Hours: Mon 11am-12pm (Park 204)

Thurs 2:30-3:30pm (Park 204)



Agenda
Review

Structs

Pointer definition

Data in memory

Dynamic allocation: malloc/free and the heap

Arrays revisited

   1D Arrays

   2D Arrays (just an intro)
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Main Function

Why is the return type of the main() function int?

Unified error code signal to the OS

If return is 0, good

If return != 0 (commonly -1), failure



Print Functions

C: printf()

Java: System.out.printf()

Both functions output:



Input

scanf(): for reading in values of different types.

Uses format string like printf(). 

The arguments are read into an array.

The arguments are the memory locations of the stored values.



scanf

The arguments are read into an array.

The arguments are the memory locations of the stored values.

s is the base address of the string array.

&x is the address of the variable x in memory.

&y is the address of the variable y in memory.



Example: scanf



Structs in C

No classes in C.

To bundle data together, we use a struct.

In Java, classes hold data and define methods.

In C, structs hold data and functions define methods.



Structs



Arrays and Structs in Memory



Stack Diagram Practice
void print(const char* str, int n) {

  int a = 3;

  for (int i = 0; i < n; i++) {

    // print diagram here

    printf("%c-", str[i]);  

  }

}

int main() {

  int a = 5;

  const char* greeting = "hello";

  print(greeting, a);

  return 0;

}



Stack diagram practice
void print(const char* str, 
  int n) {
   for (int i = 0; i < n; i++) {
    // print stack here
    printf("%c-", str[i]);  
  }
}
int main() {
  char greeting[2];
  greeting[0] = ‘a’;
  greeting[1] = ‘b’;
  print(greeting, 2);
  return 0;
}



Strings in C



Strings in C

In C, a string is an array of chars.

Not every array of chars is a string, but every string is an array of chars.



Strings in C

Strings in C must be large enough to hold the number of characters + 1.

Last character is a null character that denotes the end of the string (‘\0’).

C strings are null-terminated.



String Library in C 

Let’s do some examples.

strlen Length of string

strcpy Copy

strcat Concatenate

strcmp Compare



strlen

strlen returns the number of characters in the string, not including the null 
terminator.

Note: technical strlen() returns a size_t, so should be size_t len = ...



strcpy 

strcpy copies data from one string into the memory of another string.



strcat

strcat joins two strings by concatenating a source string to the end of destination 
string.



strcmp

If the end of both strings has been 
reached without any mismatches 
then the function returns zero.

At the first mismatch, if the ASCII 
value of the character in the first 
string is greater then the function 
returns a positive number.

At the first mismatch, if the ASCII 
value of the character in the second 
string is greater then the function 
returns a negative number.



Memory and pointers
A pointer is a data type that stores an address in memory

Memory is data stored sequentially in hardware

Analogies
– bookcase filled with boxes
– rows of houses

Each box/house can hold any type of data
Each box/house has an address
Each box/house is 1 byte in size
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Exercise: How big is `b` in memory?
struct bar {
   char str[4];
   float x,y,z;
};
int main() {
  struct bar b;
  b.str[0] = 'l';
  b.str[1] = 'o';
  b.str[2] = 'l';
  b.str[3] = '\0';
  b.x = 0.0f;
  b.y = 1.0f;
  b.z = 2.0f;

}



Exercise: Draw `b` in memory
struct bar {
   char str[4];
   float x,y,z;
};
int main() {
  struct bar b;
  b.str[0] = 'l';
  b.str[1] = 'o';
  b.str[2] = 'l';
  b.str[3] = '\0';
  b.x = 0.0f;
  b.y = 1.0f;
  b.z = 2.0f;

}



Hexadecimal
• Compact way of representing binary numbers

– Recall: a binary number is 0 or 1 (base 2)

• Base 16: 0,1,2,3,4,5,6,7,8,9,A,B,C,D,E,F
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Dec Bin Hex Dec Bin Hex Dec Bin Hex Dec Bin Hex

0 4 8 12

1 5 9 13

2 6 10 14

3 7 11 15

Todo: Flashcard Game



Printing pointers
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data 1: 0x7ffe2f945460 l
data 2: 0x7ffe2f945461 o
data 3: 0x7ffe2f945462 l
data 4: 0x7ffe2f945463
data 5: 0x7ffe2f945464 0.000000
data 6: 0x7ffe2f945468 1.000000
data 7: 0x7ffe2f94546c 2.000000

struct bar {
   char str[4];
   float x,y,z;
};
int main() {
  struct bar b;
  b.str[0] = 'l';
  b.str[1] = 'o';
  b.str[2] = 'l';
  b.str[3] = '\0';
  b.x = 0.0f;
  b.y = 1.0f;
  b.z = 2.0f;
}

Rule of Thumb: Look at the least 
significant digits!



Pointer or not?
Pointer syntax: which of these variables are pointers?

• char test[3];
• char* test;
• char test;
• const char* test;
• char** test;
• char* test[5];
• char test[];
• int test;
• int test[1000];
• int* test;



Example: Command line arguments
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#include <stdio.h>                                                              
                                                                                
int main(int argc, char** argv)                                                 
{     
  // Draw the stack here                                                                          
  for (int i = 0; i < argc; i++)                                                
  {                                                                             
    printf("%d) %s\n", i, argv[i]);                                             
  }                                                                             
} 

NOTE: We can also declare main like so: int main(int argc, char* argv[])                                              

Draw the function stack for the 
following command:

$ ./a.out apple banana carrot

What would the command line 
arguments be for this program? 



Dynamic allocation
Idea: Ask OS for more memory when the program is 
running

Use cases:
• Don’t know sizes of arrays until runtime
• Need a variety of input sizes
• Want to only use as much memory as necessary
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Heap memory

Dynamic memory is allocated from 
the heap

Process:
1. Ask for block of memory
2. Assign pointer to keep track of 

it (“anonymous memory”
3. Free memory when you’re 

finished

31Failure to return memory is called a memory leak



Malloc and Free
malloc = “memory allocation” 

If malloc is successful
Returns address to beginning of memory block
(e.g. the base address)

Else
malloc returns NULL

free returns the memory to the heap where it can be reused
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Example: Malloc and Free
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#include <stdio.h>
#include <stdlib.>

int main() {
  int *arr;
  char *c_arr;

  // allocate an array of 20 ints on the heap:
  arr = malloc(sizeof(int) * 20);

  // allocate an array of 10 chars on the heap:
  c_arr = malloc(sizeof(char) * 10);                                        
  free(arr);
  free(c_arr);
  return 0;
} 

Rules of Thumb:

• Pointer types should 
match the data type

• Use sizeof() to get the 
data type size

• For every malloc, make 
sure you have a 
corresponding free



Example: Malloc and Free
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#include <stdio.h>
#include <stdlib.>

int main() {
  int *arr;
  char *c_arr;

  arr = malloc(sizeof(int) * 20);
  c_arr = malloc(sizeof(char) * 10);  
                                      
  free(arr);
  free(c_arr);
  return 0;
} 

Draw the stack diagram for this program.



Example: Malloc and Free

#include <stdio.h>
#include <stdlib.>

int main() {
  int *arr;
  char *c_arr;

  // allocate an array of 20 ints on the heap:
  arr = malloc(sizeof(int) * 20);

  // allocate an array of 10 chars on the heap:
  c_arr = malloc(sizeof(char) * 10);                                        
  free(arr);
  free(c_arr);
  return 0;
} 

Draw the stack diagram for this program.



Example: Malloc and Free
#include <stdio.h>
#include <stdlib.>

int main() {
  int *arr;
  

  arr = malloc(sizeof(int) * 20);
  arr[1] = 10;

  arr = malloc(sizeof(int) * 10);                                        
  free(arr);
 return 0;
} 

Draw the stack diagram for this program.



Example: malloc and free

This code crashes. Why?

  int *arr = NULL;
  char *c_arr = NULL;

  arr = malloc(sizeof(int) * 20);
  c_arr = malloc(sizeof(char) * 10);             
                           
  free(arr);
  arr[0] = 2;
  c_arr[0] = ‘d’;

  free(c_arr);



Example: malloc and free

This code crashes. Why?

  int *arr = NULL;
  char *c_arr = NULL;

  arr = malloc(sizeof(int) * 20);
  c_arr = malloc(sizeof(char) * 10);             
                           
  free(arr);
  free(c_arr);
  free(arr);



Example: Passing simple types to 
functions

int init(int a, int size) {
    float value = a * size;
    return value;
}

int main() {
  int b = 10;
  int x = 3;
  int temp = init(b, x);
  // draw stack here

  printf(“temp: %d\n”, temp);
}



Example: Passing arrays to functions

void init_array(int *arr, int size) {
  for (int i = 0; i < size; i++) {
    arr[i] = i;
  }
}

int main() {
  int arr1[4];

  init_array(arr1, 4);
  // draw stack here
 
}



Example: Stack and heap
void init_array(int *arr, int size) {
  for (int i = 0; i < size; i++) {
    arr[i] = i;
  }
}

int main() {
  int* arr1 = NULL;

  arr1 = malloc(sizeof(int) * 4);
  if (arr1 == NULL) {
    printf("malloc error\n");
    exit(1);
  }

  init_array(arr1, 4);
  // draw stack here
  free(arr1);
}



Creating arrays
Static arrays are created with a fixed size at compile time 
and use stack memory. 

int array[10];

Dynamic arrays are created while the program is running 
and use heap memory. 

     int* array = malloc(sizeof(int) * 10);
free(array)
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Deleting arrays
Static arrays are automatically deleted when the function 
frame is destroyed.

int array[10];

Dynamic arrays must be manually deleted using free.

     int* array = malloc(sizeof(int) * 10);
free(array)
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Array elements are contiguous in memory

Each element in an array of type T is sizeof(T) apart in 
memory,

e.g. int arr[10] stores 10 integers consecutively in memory 
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Exercise: Reverse Array
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$ ./reverse_numbers
Enter the size of the array: 4
Enter a number: 2
Enter a number: 4
Enter a number: 6
Enter a number: 8

The array in reverse order is: 8 6 4 2



2D arrays

A 2D array is an array of arrays

Each row is a pointer to an array of columns
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int matrix[50][100];



2D arrays as contiguous blocks
int matrix[50][100];



2D arrays as contiguous blocks
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Mental model is to think of the 
2D array as a grid but the 
reality is that memory is stored 
in row-major order as a 
NROWS * NCOLS array
int v1 = arr[2][1];
int v2 =  *(*arr + 2*4 + 1); 

// location = row * NCOLS + col



Dynamic 2D arrays

Two approaches:

Use single call to malloc (more efficient)

Use multiple calls to malloc: one to create the 
2D array followed by a malloc to allocate each 
row
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Dynamic 2D array: Method 1 
“Flat 2D array”

50How to index?



Flat 2D array: Computing indices
Suppose we use a flat array to store a 4x4 matrix. 
What is the index for element (2, 3)? 

Suppose we use a flat array to store a 3x10 matrix. 
What is the index for element (2, 3)? 

Suppose we use a flat array to store a 10x3 matrix. 
What is the index for element (4, 0)? 
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Flat 2D array: Computing row, col given 
an index
What is the general formula for converting from (i,j) to 
an index for an NxM matrix stored as a flat array?

What is the general formula for converting from a 1D 
index to a 2D index (i,j) for an NxM matrix stored as a 
flat array?



Dynamic 2D array: Method 2
“Array of arrays”
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How to index?



Exercise: 2D array using flat 2D array

Sketch a program, ask_matrix_flat.c, that 
creates and frees a 3X4 matrix.
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Exercise: 2D arrays using “array of 
arrays”
Sketch a program, ask_matrix_aa.c, that 
creates and frees a 3X4 matrix. 
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